INTRODUCTION.
Traditionally, the premise of intellectual property rights has been to create a balance between the private rewards of innovation and the public goods that result from repeated innovation. When intellectual property protection was written into the U.S. Constitution, the purpose was to "Promote the Progress of Science and Useful Arts . . ." Providing income for innovators was a means to that end rather than an objective in itself. The heated debates between Thomas Jefferson and James Madison over how to regulate intellectual property highlight the great challenge of establishing this balance to maximize progress while protecting the rights of both intellectual property owners and users. Companies will not invest the vast research and development resources to bring new products to market if they won't reap the rewards of their innovations. But if protection becomes too strong, the incentive for further innovation is lost and the public good is sacrificed. Companies can continue to sell old products with no fear of competition and innovation will stagnate. Balancing these opposing extremes is crucial.
Copyrights
In the case of copyrights, this balance is achieved in two ways. First, copyrights are given specific lifetimes.
Originally, copyrights had lifetimes of 28 years. Over time, this has been extended and currently sits at 70 years after the death of the author for individuals and 95 years for corporations. Second, certain uses that bestow large benefits to society are allowed notwithstanding the existence of an active copyright. These "Fair Uses" include quoting, parodying, using copyrighted materials for teaching or research, and news reporting.
However, just because these uses are allowed, does not mean that users have a right to them. For example, an educator cannot be sued for excerpting small amounts of a copyrighted work in his or her class. But a company cannot be sued for making this excerpting technologically impossible using their electronic product.
The advent of digital media has created a huge challenge for copyright regulation. It is now technologically possible to make unlimited copies of copyrighted material with a quality as good as the original and distribute them around the world instantly. This is now more common than other kinds of IP theft because it seems to violators that no one is hurt. Many of the file sharing networks are not directly making money on illegal copying. It is easy to rationalize that copyright owners in the movie and music industry are powerful corporations that are not losing money. Copyright piracy thus remains prevalent despite the recent success of legal music downloading services.
Ninety-five percent of music file sharing is still done on illegal networks (Woffenden, 2005) .
In an attempt to slow down illegal music sharing, the music industry, represented by the Recording Industry Association of America (RIAA), has sued individuals identified as facilitating large quantities of illegal music sharing. The $150,000 fine for each shared music file is a strong deterrent for the typical file sharing college student. But the prevalence of illegal sharing continues.
Another factor that has impacted copyright protection is the nature of the Internet. The technological effects of the Internet on copyright law are more widespread than even its designers realized. A physical book can be read and shared unlimited times without triggering copyright laws because no copies are made during the reading process. But whenever the owner of an eBook reads it, a temporary copy is made and displayed on the screen (Lessig, 2004) . Thus the copyright owner has the legal right under copyright law to govern how many times or how frequently the book is accessed and what can be done with these "copies." Similarly, any time a page is printed or a file is transferred from one device to another, copies are made and the content owner has the right to control access.
Digital Rights Management
Digital Rights Management (DRM) is software that controls access to intellectual property and then controls or monitors copying (May, 2003) . This allows copyright owners to use technology to achieve what law enforcement has been unable to accomplish, preventing the illegal copying and sharing of copyrighted material. The type and amount of copying is controlled exclusively by the DRM software, which is fixed by the content owners. For example, the Adobe eBook Reader supports limitations on how many pages can be printed, if the book can be read aloud, and whether text selections can be copied and pasted into other files. DRM can be effective for protecting copyrights in a variety of consumer products, including e-books, music players, mobile phones, PDAs, digital video recorders (i.e. TiVo), personal computers, gaming consoles, satellite radios, and many other media.
However, DRM can over enforce copyright protection by preventing Fair Use (May, 2003) . If the DRM system prevents all copying, it may not be able to discriminate between an attempt to send illegal copies of a song to a friend and an attempt to send excerpts of a research article to a student. In the eBook example above, copying is prevented regardless of whether the reader intends to use the material for a Fair Use (Lessig, 2004) .
So as the Internet disrupted the balance between copyright owners and users in favor of the users by allowing mass copying, DRM systems disrupt the balance in favor of content publishers by preventing Fair Use copying. Technology has therefore created somewhat of an arms race to see which interests can dominate the use of copyrighted material. Whereas in the past, the balance was determined through public debate, it is now set through hardware and software that is largely opaque to the average consumer.
Most consumers are unaware of which uses are illegal and which are allowed under Fair Use. They use the functionality of the hardware as a guide. If the hardware allows a function, it must be legal. This contributed to the problem of music sharing initially because users assumed that if the copying was possible, it must be OK. Once sharing became a common practice, publicizing the illegality was no longer effective. Similarly, consumers can become accustomed to strict constraints that prevent Fair Use and assume that these uses are prohibited.
WHERE DOES HUMAN FACTORS COME IN?
Human factors plays a huge role in the development of consumer products, particularly consumer electronic systems that can support a variety of functionality. As DRM systems are incorporated into consumer products, it is critical for human factors practitioners to be familiar with the constraints they impart. Specifically, human factors is essential in two areas:
Mapping DRM constraints to user requirements
The origins of DRM stem from using technology to protect copyrighted content from illegal copying. But of course the primary objective is to protect the profits that the content owner earns from legal sale and use. It would be counterproductive for DRM to overconstrain users and not allow them to achieve the variety of tasks for which they purchase these products. Although current implementations of DRM do not seem to take user requirements into account, the future success of consumer electronics dictates that they must (Mello, 2002) . Value mapping to compare how much users value certain kinds of legal copying with the expected costs of providing it can be expanded to include the expected costs of illegal sharing that may result. Products that support user requirements in the diverse contexts in which consumer electronics are used will have a distinct competitive advantage. Browne and Ramesh (2002) describe several areas where current user requirements methods can overlook key needs. Companies often use the requirements of a current version and adjust conservatively from there for future versions. In the rapidly evolving consumer electronics sector, this could be detrimental. Enhanced mobility and new connectivity among devices create many opportunities that will be lost if DRM prevents transportability within an individual's network. Companies also can fail to survey representative users because they feel competent to predict users' needs. Unfortunately, even users themselves often can't predict how they will use a product (Mello, 2002) . This is particularly true for technological products because consumers cannot envision the vast possibilities that technology engenders. Garmer, Ylven, and Karlsson, (2004) found that different methods of user requirements gathering identified different requirements. Usability testing was able to identify quantitative and detailed requirements, whereas focus groups identified contextual requirements. They found little overlap between the methods. DRM must consider both the detailed user requirements as well as the contexts in which users use these products. Garmer, Ylven, and Karlsson (2004) also found significant differences in requirements measured at different locations. Media companies need to take this into account when setting DRM constraints. They must be flexible to accommodate the varying needs of different customer groups.
Designing the interface to make DRM constraints transparent
Even when the constraints imposed by DRM software allow users to accomplish what they want, this ability must be transparent. Function visibility is one of the key usability attributes for any consumer product (Norman, 1998) . Companies often have specific language or jargon to refer to particular functions that may not be clear to the consumer. An example provided in Lessig (2004) would be amusing if it were not true. Early versions of the Adobe eBook reader listed the following limitation for Alice's Adventures in Wonderland: "This book cannot be read aloud." Some customers did not realize that this indicated that the <read aloud> control on the device was disabled for this book. Instead, parents assumed that the device restricted their right to read the book aloud to their children. The text was changed to "You may not use the Read Aloud button to listen to this book." But the interim public relations mess could have been avoided with some contextual user testing.
Visibility is also a way to engender trust (Karvonen and Parkkinen, 2001) . Constraints that are deemed unreasonable by consumers may lead to reduced trust and lower levels of customer satisfaction. Resnick and Montania (2003) found that semiotic factors such as clear paths to redress concerns can lead to higher levels of trust and increased likelihood of purchase. Consumer electronics companies that include DRM systems need to establish this trust to justify the constraints imposed by the system.
Because of the prevalence of children as consumers of electronic products, companies should take special care in the development of user testing protocols. Hanna, Risden, and Alexander (1997) describe several guidelines for usability testing for children. They describe methods for interacting with groups of children at all ages from preschool to high school. Each age group has different cognitive abilities and behavioral characteristics that must be accommodated in any user testing studies.
CONCEPTUAL ILLUSTRATION -GOOGLE PRINT
This example is an oversimplied case to illustrate the importance of applying human factors to DRM systems. Google is developing a new service that would allow users to search through millions of books that have been digitized by Google (Helm, 2005) . The original plan was to partner with book publishers. In this case, a query would return a limited number of pages from the book. There would be a link to the publisher's web site so the user could buy the book if more information was needed. A second plan involves working with libraries to scan books in the public domain as well as copyrighted books. Because books in the public domain have no copyrights, a link to the entire book could be presented to the user in the results. But with the copyrighted books, only a small excerpt would be available as determined by Fair Use principles.
This combination creates a large number of possible situations for each result that appears from a search query. The result could be a public domain book, for which the entire book is accessible. It could also be a copyrighted book made available from a library, for which only an excerpt determined by Fair Use principles is available. It could also be a copyrighted book made available from the publisher, for which the permissions would be set by the publisher. Various amounts of printing, copying, sharing with other users, and transferring between devices could be permitted. For a query with ten books listed on the first page of results, each one could have a different set of permitted uses.
The user doesn't care which of these sources provided the book, the contractual obligations of Google, or the details of copyright law. The user simply wants access to information. He or she is more concerned with whether the listed books have the information for which he or she is searching and permit the uses for which he or she intends to use the material. A new level of complexity is added because a book may have the required information, but because of the copyright restrictions, it is not available. Another book may have less information, but be available in total or support a more extensive set of uses.
The first step is to understand how users may want to access and use content from the book. They may want to print the excerpts to which they have access. They may want to copy and paste the excerpts into other documents. They may want to transfer the excerpt between media, such as to portable devices or eBooks. They may want to share the excerpt with others. Companies creating DRM systems need to understand these requirements before deciding which uses to support.
As the interface for this service is developed, it must be transparent and intuitive in the way that these restrictions are presented. A user may only be interested in selecting pages that can be copied into other files and printed. Others may be interested in reading long passages. The search process must support filters that find books that meet these requirements. And users are not interested in a lesson in copyright law. Rather than filtering by copyright status (public domain, etc.), for which many users will not know the associated permissions, the filters should be in the terminology of the user. Figure 1 illustrates some of the challenges of an interface to convey this information. The interface begins with the notion that users need to know the size of the excerpt provided and whether they will have the ability to copy, print, transfer, or share text from the book. While a Web-based system can use additional colors and icons, the basic functionality must be conveyed in a salient and comprehensible manner. This interface uses simple text in the results list with salience for DRM limitations using bold and italics. It also provides the user with the ability to pre-select DRM permissions before submitting the query so that only links that support his or her needs are returned. But because of the many possibilities, it may still be confusing to non-expert users.
The Problem of Fair Use
This example illustrates some of the difficulty of DRM interfaces, but additional complexity is required when Fair Uses are considered. Even if the content owner does not wish to allow copying, users have traditionally been allowed to copy material for the Fair Uses listed earlier. However, the DRM system cannot determine whether a copy is for a Fair Use or not. It would be nice if users could be allowed to override DRM protection when they engage in a Fair Use, but unfortunately, this right would be abused. The Digital Millennium Copyright Act of 1998 actually makes it illegal to override DRM systems, even to accomplish a Fair Use. Identifying a method to permit Fair Uses while preventing illegal copying remains a challenge for these systems.
One can imagine a password-protected authorization system for which journalists, educators, students, researchers and comedians could be allowed additional privileges specific to their professions. Of course this trivializes the actual requirements of such a system and would be a nightmare to enforce.
CONCLUSION
Digital Rights Management systems will become extremely prevalent as more consumer products become electronic. Content publishers are very sensitive to the protection of their intellectual property and prefer to err on the side of overprotection of copyrighted material. It is therefore essential for human factors practitioners in the consumer products domain to facilitate the usability of consumer electronics by considering DRM constraints and interfaces in the design of products. 
